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DETAILED ACTION 

1 . This action is in response to the amendment filed on 02/22/2007. 

2. Claim 1 1 has been amended; Claims 1 1-20 are pending for consideration. 

Continued Examination Under 37 CFR 1.114 

3. A request for continued examination under 37 CFR 1 .1 14 was filed in this 
application after appeal to the Board of Patent Appeals and Interferences, but prior to a 
decision on the appeal. Since this application is eligible for continued examination 
under 37 CFR 1.114 and the fee set forth in 37 CFR 1 .17(e) has been timely paid, the 
appeal has been withdrawn pursuant to 37 CFR 1.114 and prosecution in this 
application has been reopened pursuant to 37 CFR 1.114. Applicant's submission filed 
on 02/22/2007 has been entered. 

Response to Arguments 

4. Applicant's arguments filed on 02/22/2007 have been fully considered but they 
are not persuasive because Applicant alleges that the prior art of record does not teach: 

a) a certificate issuing request including the contents signed by the registration 
authority, and the registration signature. 

b) a public key certificate including the contents signed by the registration 
authority, the registration authority signature, issuing contents issued by the issuing 
authority, and an issuing authority signature to the content signed by the registration, 
the registration authority signature and issuing contents issued by the issuing authority. 
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Examiner disagrees with Applicant's arguments: 

a) the prior art of record does teach a certificate issuing request including the 
contents signed by the registration authority (see figures 6-7 and lines 24-28 of column 
20: where the certificates refer as the contents cited in claim 1 1), and the registration 
signature (see figure 16A and lines 24-34 of column 20: where the Root RA is the 
registration authority, the Root RA attaches its signature to the certified certificates and 
then send the certificate issuing request including its signature and the certified 
certificates to the issuer authority). Figure 16A, Root RA (1601) transmits the certificate 
issuing request which includes certificates signed by the Root RA and the Root RA's 
signature (see item 2). 

b) the prior art of record further teaches a public key certificate including the 
contents signed by the registration authority, the registration authority signature, issuing 
contents issued by the issuing authority (i.e. Issuer Authority), and an issuing authority 
signature to the content signed by the registration, the registration authority signature 
and issuing contents issued by the issuing authority (see figure 16A and lines 24-39 of 
column 20: Issuer Authority(1 602) signs the contents of the certificate issuing request 
from the registration authority (i.e. Root RA) which includes registration authority's 
signature and the certified certificates. After signing the certificate issuing request of the 
registration authority, Issuer Authority transmits the generated public key certificate of 
the registration authority based on the registration authority's signature and the certified 
certificates, and its signature back to the registration authority (i.e. Root RA)). 
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Claim Rejections - 35 USC § 102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section \ 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

6. Examiner has maintained the art rejection in the previous office action by the 
foreign patent (EP 1 1 30844), however a corresponding U.S. Patent (6990583) is 
applied in this application. 

7. Claims 11-20 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Matsuyama et al. (6990583) (hereinafter Matsuyama). 

8. Regarding to claim 1 1 , Matsuyama teaches generating, by the registration 
authority, a signature to contents registered with the public key certificate (Matsuyama: 
see figure 16A and lines 24-34 of column 20); generating, by the registration authority, a 
certificate issuing request including the contents signed by the registration authority and 
the registration authority signature (Matsuyama: see figures 16A and 19, column 3 lines 
22-40 and column 22 lines 15-67 and column 23 lines 1-5); sending the certificate 
issuing request from the registration authority to the issuing authority (Matsuyama: see 
figure 16A and column 22 lines 64-67 and column 23 lines 1-5); and generating, by the 
issuing authority, the public key certificate including the contents signed by the 
registration authority, the registration authority signature, issuing contents issued by the 
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issuing authority, and an issuing authority signature to the contents signed by the 
registration authority, the registration authority signature and issuing contents issued by 
the issuing authority (Matsuyama: see figure 16A and lines 24-39 of column 20). 

9. Regarding to claim 12, Matsuyama teaches wherein the contents signed by the 
registration authority is a predetermined identifier to specify information to be certified 
by the pubic key certificate of the end entity (Matsuyama: see figure 2, column 11 lines 
18-42). 

1 0. Regarding to claim 1 3, Matsuyama teaches wherein the contents signed by the 
registration authority is a hash value calculated by applying a hash function to 
information to be certified by the public key certificate of the end entity (Matsuyama: 
column 2 lines 30-45 and column 16 lines 1-67 and column 22 lines 31-67 and column 
23 lines 1-5). 

1 1 . Regarding to claim 14, Matsuyama teaches verifying, by a verifying party, the 
issuing authority signature with the contents signed by the issuing authority; and 
verifying, by the verifying party, the registration authority signature with the contents 
signed by the registration authority included in the public key certificate (Matsuyama: 
column 17 lines 5-46 and column 3 lines 22-40 and column 22 lines 15-67 and column 
23 lines 1-42). 

1 2. Regarding to claim 1 5, Matsuyama teaches acquiring, by a verifying party, 
information signed by the registration authority according to the identifier in the public 
key certificate (Matsuyama: column 16 lines 1-67 and column 17 lines 1-46 and column 
3 lines 22-40 and column 22 lines 15-67 and column 23 lines 1-42); calculating, by the 
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verifying party, a hash value of the acquired information (Matsuyama: column 1 lines 
29-45 and column 16 lines 1-67 and column 17 lines 1-46 and column 23 lines 5 -42); 
decoding, by the verifying party, the registration authority signature included in the 
public key certificate, by using a public key of the registration authority (Matsuyama: 
column 16 lines 1-67 and column 17 lines 1-46 and column 23 lines 5-42); and 
checking by the verifying party, whether the hash value is identical to the decoded value 
(Matsuyama: column 16 lines 1-67 and column 17 lines 1-46 and column 23 lines 5- 
42). 

13. Regarding to claim 16, Matsuyama teaches calculating, by a verifying party, a 
hash value of the information signed by the registration authority in the public key 
certificate (Matsuyama: column 1 lines 29-45 and column 16 lines 1-67 and column 17 
lines 1-46 and column 23 lines 5 -42); decoding, by the verifying party, the registration 
authority signature included in the public key certificate, by using a public key of the 
registration authority; and checking by the verifying party, whether the hash value is 
identical to the decoded value (Matsuyama: column 16 lines 1-67 and column 17 lines 
1-46 and column 22 lines 15-67 and column 23 lines 5-42). 

14. Regarding to claim 17, Matsuyama teaches constructing and verifying, by the 
verifying party, a path from the certificate authority trusted by the verifying party, up to 
the public key certificate (Matsuyama: see figure 17, column 20 lines 54-67 and column 
21 lines 1-65); verifying, by the verifying party, the registration authority signature 
described in the public key certificate using the public key of the registration authority 
(Matsuyama: see figure 17, column 20 lines 54-67 and column 21 lines 1-65); and 
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constructing and verifying, by the verifying party, a path from the certificate authority 
trusted by the verifying party up to the public key certificate of the registration authority 
(Matsuyama: see figure 17, column 20 lines 54-67 and column 21 lines 1-65). 

1 5. Regarding to claim 1 8, Matsuyama teaches wherein the verifying party obtains 
the public key certificate of the registration authority from a public key certificate 
database of the issuing authority according to the registration authority name described 
on the public key certificate (Matsuyama: see figure 17, column 20 lines 54-67 and 
column 21 lines 1-65). 

16. Regarding to claim 19, Matsuyama teaches wherein the verifying party obtains 
the public key certificate of the registration authority described in an extended region of 
the public key certificate to be verified (Matsuyama: column 22 lines 6-67 and column 
23 lines 1-42). 

17. Regarding to claim 20, Matsuyama teaches sending, by the registration authority, 
a certificate invalidation request to the issuing authority of the public key certificate of 
the registration authority (Matsuyama: see figures 22 and 23, column 25 lines 25-67 and 
column 26 lines 1-37); receiving, by the issuing authority, the certificate invalidation 
request (Matsuyama: see figures 22 and 23, column 25 lines 25-67 and column 26 lines 
1-37); and invalidating, by the issuing authority, the public key certificate of the 
registration authority (Matsuyama: see figures 22 and 23, column 25 lines 25-67 and 
column 26 lines 1-37). 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Trang Doan whose telephone number is (571). 272- 
0740. The examiner can normally be reached on Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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